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What is Vulnerability Management ?

Vulnerabilities are weaknesses in software 
or hardware that can be exploited by 
attackers to gain access to an organization’s 
systems. 

Vulnerability Management is a continuous 
process of identifying, assessing, 
prioritizing, and mitigation vulnerabilities in 
an organization’s IT infrastructure. Its main 
goal is to reduce the prevalence and impact 
of vulnerabilities and exploitable conditions 
across organization’s IT infrastructure and 
technologies.
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Vulnerability Management – Key Components

Vulnerability Identification: Using automated tools and manual assessments to 
discover vulnerabilities in systems and networks

Vulnerability Assessment: Evaluation the severity and impact of the identified 
vulnerability

Risk Prioritization: Determining priorities based on the criticality and potential 
impact of vulnerability

Remediation: Applying necessary patches, fixes, or mitigations to address 
vulnerabilities
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Vulnerability Management Benefits

An effective vulnerability 
management program allows 
you to:

• Move from reactive to 
proactive risk mitigation

• Enhance client’s trust

• Support compliance and 
regulatory requirements

• Reduce costs by avoiding 
security breaches, data loss, 
and reputational damage. 
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Why is Vulnerability 
Management needed ?
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Vulnerability 
Management 
in Numbers

CVSS Severity Distribution Over Time

Source: https://nvd.nist.gov/general/visualizations/vulnerability-visualiza tions/cvss-severity-distribution-over-time
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Vulnerability 
Management 
in Numbers

https://nucleussec.com/blog/top-observations-from-cisa-kev-enrichment-dashboard/
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Vulnerability 
Management 
in Numbers

https://www.traceable.ai/blog-post/hackerone-2022-hacker-powered-security-report
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Why ConnectWise Vulnerability Management ?

• Centralized Platform (Asio)

• Integration with ConnectWise patch management

• Comprehensive Vulnerability Assessment

• Scalability & Flexibility

• Industry Leading Expertise

CHECK
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ConnectWise 
Vulnerability 

Management 
- Demo
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Demo

Recording-20230509_153020.webm

https://connectwise-my.sharepoint.com/:v:/p/tammy_cohn/EXVWwDn3pF5KtAPOhNF0jhoBjK-o7i_2BDpXj2Lc-UhWFA?e=745yQF
https://connectwise-my.sharepoint.com/:v:/p/tammy_cohn/EXVWwDn3pF5KtAPOhNF0jhoBjK-o7i_2BDpXj2Lc-UhWFA?e=745yQF
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Development Horizons

Short Term Mid Term Long Term 

✓Vulnerability Remediation 
tracking

✓WindowsOS Automated 
Vulnerability patching

▪ Exception management
▪ Advanced scan scheduling
▪ Vulnerability centric 

monitoring

▪ Risk-base Vulnerability 
Prioritization

▪ Network vulnerability 
scanning

▪ MacOS Automated 
Vulnerability patching

▪ Vulnerability 
Management across 
non CW scanners

▪ Advance reporting
▪ Policy & Compliance 
▪ Asset management
▪ Cloud Support
▪ …
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Endpoint Scanning
Q4 2022

✓ Windows, Mac, Linux
✓ On-demand scans
✓ Assessment results in Asio 

Vulnerability Patch Management Vulnerability Scanning Vulnerability Remediation Management 

Vulnerability Management – 2023 Roadmap

Q1 Q2 Q3 Q4

Network 
Scanning

Vulnerabilities Patching – 
Windows OS 
June 15, 2023

✓ On-demand vulnerability patching
✓ Remediation validation
✓ Integration with CW RMM

Remediation tracking - Phase 1
June 15, 2023

✓ Real-time remediation tracking
✓ Integration w/patching policy
✓ Integration with CW RMM
✓ Flexible remediation scope (multi & single 

tenant approach)
✓ Automated & Manual remediation status 

tracking Continuous 
Vulnerability 
Scanning

Exception Management – 
Exclude & Monitor

✓ Exclude Vulnerability
✓ Monitor excluded 

vulnerabilities
✓ Manage and edit exceptions

Windows OS Vulnerabilities 
Patching – Enhance coverage

Vulnerability 
scanning  beyond 
CW RMM

Exception Management
 – Automation

Vulnerabilities Patching – 
MacOS 

Vulnerability 
Inventory
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https://linktr.ee/cw.tcohn

Questions ? 





#ITNation



#ITNation



#ITNation



#ITNation



#ITNation



#ITNation

Vulnerability 
Management 
in Numbers



#ITNation

Vulnerability 
Management 
in Numbers



#ITNation https://www.linkedin.com/company/nucleussec

Vulnerability 
Management 
in Numbers



#ITNation

Vulnerability 
Management 
in Numbers

https://www.traceable.ai/blog-post/hackerone-2022-hacker-powered-security-report
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