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Program vs Requirements
The di f ference between CMMC and NIST SP 800 -171
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Executive Order 13556

Federal CUI Program

CUI Registry NIST SP 800-171

National Archives & Records Administration 

(NARA)

Agencies

Supply 

Chains

FAR CUI Rule

(Currently in Rulemaking)

Standard Data Markings Standard Acquisition RegulationsStandard Acquisition Regulations

NIST SP 800-171 is a government-wide standard as part of the federal controlled 
unclassified information (CUI) program



Copyright © 2023 Summit 7 Systems, LLC. All rights reserved. 6/2/2023

Executive Order 13556

Federal CUI Program

CUI Registry NIST SP 800-171

National Archives & Records Administration 

(NARA)

Defense 

Industrial Base

FAR CUI Rule

(Currently in Rulemaking)

Standard Data Markings Standard Acquisition RegulationsStandard Acquisition Regulations

Defense Acquisition 

Regulation Supplement 

(DFARS)

The Defense Federal Acquisition Regulation Supplement (DFARS) extends and 
enhances Federal Acquisition Regulation (FAR)
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Prescribed AssessesPrescribed

…2016

DFARS

Final Rule

DFARS 7012

Revised

2020

Created

DFARS

Interim Final Rule

Assesses

DFARS 7021

“CMMC”

DFARS 7019/20

“SPRS”

2013

DFARS

Final Rule

DFARS 7012

Created

Separate rulemaking efforts created separate DFARS cybersecurity clauses
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Assesses

DFARS 252.204-7012
“Safeguarding Covered Defense Information & 

Cyber Incident Reporting”

DFARS 252.204-7021
“Cybersecurity Maturity Model Certification 

Requirements”

Requires Requires

CMMC is a DoD assessment program that verifies if defense contractors have 
implemented cybersecurity requirements
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“NIST SP 800-171 is not part of the 

discussion as far as our [CMMC] 

rulemaking is concerned. We all 

know that’s the requirement that 

you’re going to have to comply with 

so that’s not gonna change.”

- Stacy Bostjanick, June 24th, 2022
Chief of Implementation & Policy, DoD Deputy CIO for Cyber

Waiting on the CMMC program to begin implementation of NIST SP 800-171 
requirements is a terrible mistake
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Two Sides of SP 800-171
The re lat ionship between 800-171 and 800-171A
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SP 800-171 SP 800-171A

Defines security requirements
• What to do
• 110 requirements

Verifies security requirements
• How to know if you did it
• 320 “determination statements”

The most important part of NIST SP 800-171 is the part that most people are totally 
unaware of (NIST SP 800-171A)
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Properly 

Implemented?

Operating as 

Intended?

Producing Desired 

Outcomes?

How do you know if a requirement is…

SP 800-171A assessment procedures represent the questions that need to be 
answered in order to verify that a security requirement is fully implemented
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SP 800-171 SP 800-171A

6/2/2023

For every requirement in SP 800-171 there are multiple “determination statements”
that need to be satisfied
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https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

6/2/2023

NIST SP 800-171 and SP 800-171A are two sides of the same coin
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https://csrc.nist.gov/publications/detail/sp/800-171a/final

6/2/2023

NIST SP 800-171 and SP 800-171A are two sides of the same coin
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SP 800-171 SP 800-171A

SP 800-53 SP 800-53A

6/2/2023

SP 800-171 and 171A are “tailored” from SP 800-53 and 53A, respectively
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The Philosophy & Anatomy 
of NIST Controls
Break ing down the components  of  NIST assessment  
procedures
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Determination Statements

Assessment Methods Assessment Objects

Control  Statement

Assessment Objective

Control ID

Organizationally Defined Value

• Specifications

• Activities

• Individuals

• Mechanisms

6/2/2023

NIST assessment procedures consist of seven major components
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Who gets asked…

…which questions…

…about what.

6/2/2023

The sequence of NIST assessment procedures is not immediately obvious
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Authorization decisions
• Identify, Specify, Document, 

Authorize, etc.

System functionality
• Limit, control, monitor, detect, 

respond, etc.

Who gets asked…

6/2/2023

NIST controls and assessment procedures reflect a top-down philosophy: 
management decisions captured as policy are enforced by functionality
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“Hybrid” (“Shared”)“System Specific” “Common Controls”

6/2/2023

I satisfy all determination 

statements for this requirement.

They satisfy all determination 

statements for this requirement.

We* satisfy all determination 

statements for this requirement.

“Hybrid” control implementations refer to shared responsibilities across a set of
determination statements

*See: Appendix A



Summit 7 - Public

The Shared Responsibility 
Matrix
Proper ly document ing hybr id contro l implementat ions 
against  NIST SP 800-171A
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Responsibilities are clear only when they reflect the granularity of SP 800-171A
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Responsibilities are clear only when they reflect the granularity of SP 800-171A
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Responsibilities are clear only when they reflect the granularity of SP 800-171A
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Is This Actually Required?
Yes.  I t  i s .
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“NIST SP 800-171A provides procedures for 

assessing the CUI requirements in NIST SP 800-171 

and is the primary and authoritative source of 

guidance for organizations conducting such 

assessments.”

“When any entity assess compliance with the 

security requirements of NIST SP 800-171, they 

must use the NIST SP 800-171A procedures to 

evaluate the effectiveness of the tested controls.”

6/2/2023

CUI Notice 2020-04: Assessing Security Requirements for CUI in Nonfederal 
Information Systems



Copyright © 2023 Summit 7 Systems, LLC. All rights reserved. 

CMMC Assessment Guide v1.10

November 2020
CMMC Assessment Guide v2.0

December 2021

6/2/2023

NIST SP 800-171 requirements are an independent variable to programs like CMMC
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Inflexible

Flexible

6/2/2023

NIST controls and requirements are only “fully implemented” if all determination 
statements are satisfied
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NIST controls and requirements are only “fully implemented” if all determination 
statements are satisfied
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“MET: The contractor successfully meets the 

practice. For each practice marked MET, the 

Certified Assessor includes statements that 

indicate the response conforms to all 

objectives and documents the appropriate 

evidence to support the response.”

6/2/2023

NIST controls and requirements are only “fully implemented” if all determination 
statements are satisfied
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“A contractor can inherit practice objectives. A 

practice objective that is inherited is MET if 

adequate evidence is provided that the 

enterprise or another entity, such as an External 

Service Provider (ESP), performs the practice 

objective.” 

“Evidence from the enterprise or the entity from 

which the objectives are inherited should show 

they are applicable to in-scope assets and that 

the assessment objectives are met.”

6/2/2023

NIST controls and requirements are only “fully implemented” if all determination 
statements are satisfied
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The ability to achieve CMMC certification hinges directly on the quality of the 
shared responsibility matrix 
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Key Takeaways
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• NIST requirements are an independent variable to CMMC assessments

• NIST SP 800-171A is the center of gravity of gravity, not NIST SP 800-171

• SP 800-171A is much larger and all determination statements must be 

satisfied for a requirement to be fully implemented

• The structure and philosophy of NIST controls complicates the ability for 

companies to outsource 100% of their security requirements

• The limits of MSP services and agreements need to be reflected against the 

granularity of SP 800-171A

Key Takeaways
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Appendix A
Roles & Responsib i l i t ies  by NIST SP 800 -171 Fami ly
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

1. account management
2. access enforcement
3. defining divisions of and separation of duties
4. defining least privileges necessary to accomplish specified tasks
5. providing legal advice
6. managing remote access connections

Personnel Responsible for:

AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

7. managing wireless access connections
8. personnel using mobile devices to access organizational systems
9. access control mobile devices
10. defining terms and conditions for use of external systems to access org. systems
11. Restricting/prohibiting use of org.-controlled storage devices on external systems
12. managing publicly accessible information posted on organizational systems

3.1 Access Control: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. security awareness training
2. personnel composing the general system user community
3. role-based security training
4. personnel with assigned system security roles and responsibilities
5. personnel that participate in security awareness training
6. basic security awareness training

3.2 Awareness & Training: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. audit and accountability
2. audit record review, analysis, and reporting
3. audit record reduction and report generation

3.3 Audit & Accountability: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

1. configuration management
2. establishing the system inventory
3. updating the system inventory
4. security configuration management
5. configuration change control
6. members of change control board or similar
7. conducting security impact analysis

6/2/2023

Personnel Responsible for:

8. logical access control
9. physical access control
10. reviewing programs, functions, ports, protocols, and services on the system
11. identifying software authorized or not authorized to execute on the system
12. governing user-installed software
13. operating, using, or maintaining the system
14. monitoring compliance with user-installed software policy

3.4 Configuration Management: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. system operations
2. account management
3. authenticator management
4. identifier management

3.5 Identification & Authentication: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. incident handling
2. contingency planning
3. incident response training and operational
4. incident response assistance and support
5. access to incident response support and assistance capability
6. incident monitoring
7. incident reporting
8. personnel who have or should have reported incidents
9. personnel (authorities) to whom incident information is to be reported

3.6 Incident Response: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. system maintenance
2. media sanitization

3.7 Maintenance: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. system media protection
2. system media protection and storage
3. media sanitization
4. system media protection and marking
5. system media transport
6. system media use
7. system backup

3.8 Media Protection: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. personnel security
2. account management

3.9 Personnel Security: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. physical access authorization
2. physical access to system facility
3. physical access monitoring
4. incident response
5. physical access control
6. personnel approving use of alternate work sites
7. personnel using alternate work sites

3.10 Physical Protection: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. risk assessment
2. risk assessment, security assessment and vulnerability scanning
3. vulnerability scan analysis
4. vulnerability remediation

3.11 Risk Assessment: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. security assessment
2. plan of action development and implementation
3. security planning and plan implementation

3.12 Security Assessment: Family-Unique Responsibilities



Copyright © 2023 Summit 7 Systems, LLC. All rights reserved. 

AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. boundary protection
2. security planning and plan implementation
3. cryptographic key establishment and management
4. cryptographic protection
5. managing collaborative computing devices
6. managing mobile code
7. managing VoIP

3.13 System & Communications Protection: Family-Unique Responsibilities
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AC AT AU CM IA IR MA MP PS PE RA CA SC SI Total

SP 800-171
Requirements 22 3 9 9 11 3 6 9 2 6 3 4 16 7 110

SP 800-171A
Questions 70 9 29 44 25 14 10 15 4 16 9 14 41 20 320

Responsible for 
Security X X X X X X X X X X X X X X 110

System 
Administrators X X X X X 78

System 
Developers X X X X X 36

Family-Unique
Responsibilities 12 6 3 14 4 9 2 7 2 7 4 3 7 9 89

6/2/2023

Personnel Responsible for:

1. installing, configuring, and maintaining the system
2. flaw remediation
3. configuration management
4. malicious code protection
5. security alert and advisory
6. implementing, operating, maintaining, and using the system
7. Personnel to whom alerts, advisories, and directives are to be disseminated
8. monitoring the system
9. the intrusion detection system

3.14 System & Information Protection: Family-Unique Responsibilities


