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Rob DeBok (DeeeeeBok)

Software Training Consultant

• 9 years with ConnectWise
• Love cats
• Upcycle/repurpose
• Love helping partners
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MSPs Traditionally Offer …

• Essential Protection

• GPO Management

• Antivirus

• Patch Management

• Web Content Filtering (Firewall)

• Managed Firewall

• IDS/IPS

• Encryption

• Backups
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Security-First MSPs Offer …
• Emerging Protection Norms for SMBs

• Security Awareness Training

• Security Policies

• Identity Access Management (IAM)

• Secure Access Service Edge (SASE)

• DNS Security

• EDR/MDR

• MFA/SSO

• Dark Web Monitoring

• SIEM

• Continuous Risk Reporting



ConnectWise Cybersecurity 
Ecosystem
Diverse and Cohesive Stack
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ConnectWise Cybersecurity Management
Everything you need to build, launch, and grow a successful cyber practice

Identify & Resolve 
Vulnerabilities

Risk Assessment

Pre-sales tool for endpoint 
risks and vulnerabilities 
assessment, including dark 
web exposure

Vulnerability Management

Continuous endpoint 
scanning for vulnerability 
prioritization and 
management

Identify Assessment

NIST CSF framework-based 
assessment questionnaire

Collect & Analyze 
Log Data

SIEM

Centralized log collection, 
analysis, and compliance 
reporting

Co-Managed SIEM

SIEM solution coupled 
with 24/7 ConnectWise 
SOC monitoring 
and response

Secure & Streamline 
Access

MFA / SSO

Endpoint and application 
protection through 
MFA/SSO and Elevated 
Access

Cyber Research Unit : MSP focus

ConnectWise SOC: 200 analysts

Partner Program: >2000 MSPs

Ecosystem Solutions

IT Nation | Ed & Cert

Protect Endpoints & 
Apps On-Prem/Cloud

MDR

EDR coupled with 24/7 
ConnectWise SOC 
monitoring and response

SaaS Security

SaaS application 
monitoring coupled with 
24/7 ConnectWise SOC 
monitoring and response

EDR

Monitor endpoints to 
detect, contain and 
respond to malicious 
activity

Secure Private Access

Zero-trust network & cloud 
access for on-prem 
and remote users

Secure Internet Access

Protect endpoints when 
connecting to networks, 
Web and SaaS apps

Respond & Remediate 
Cyber Incidents

Incident Response Service

Retainer and on-demand-
based 24/7 IR services to 
respond to worst-case 
security incidents

BCDR

ConnectWise, Acronis, and 
Veeam options with NOC 
backed services team
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IDENTIFY PROTECT DETECT RESPOND RECOVER

ENDPOINT

NETWORK

SAAS

Vulnerability Mgmt

Incident 
Response 

&
BCDRSaaS SecuritySASE

ConnectWise Products

ConnectWise Expert Services

Third-Party, Strategic Resold Products

MDR / EDR

SIEM/
IDS

MFA / 
SSO

SASE

MFA / 
SSO / 
IAM

SASE

ConnectWise Cybersecurity Ecosystem

SASE



ConnectWise Cybersecurity 
Ecosystem
Education
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ConnectWise Certify

https://university.connectwise.com/University/PageView.aspx?short_name=connectwise-certify 

https://university.connectwise.com/University/PageView.aspx?short_name=connectwise-certify
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Cybersecurity Fundamentals
Three courses:
• Cybersecurity Fundamentals
• Cybersecurity Fundamentals for Sales 

and Owners
• Cybersecurity Fundamentals for 

Engineers

Content:
• 8+ hours
• Product agnostic
• MSP focused
• Risk-driven approach
• 30 question exam



ConnectWise Cybersecurity 
Ecosystem
Identify & Resolve Vulnerabilities
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Identify

• Low-cost, high margin practice you 
can apply to all customers AND offer 
to prospects

• Executed by sales

• Asking the questions and running a 
report takes about 40 minutes
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Identify Build a Road Map
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Identify
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Assessment Process

• Prepare
• Onboard
• Configure
• Conduct assessment
• Analyze
• Report and recommend
• Review and present
• Follow-up and support
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Risk Assessment

Scan and Report
Uncover unknown vulnerabilities and security gaps

Prioritize and Remediate
Plan and initiate corrective measures

Deepen Client Cyber Understanding
Improve security outcomes
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Risk Assessment

Generate and send to client / 
prospect a unique assessment 

download link

Prospective end users download 
and execute the ConnectWise utility 

tool—you monitor status

Download and share detailed 
findings and initiate POAM

Super 
Simple & 
Efficient
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Risk Assessment
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Risk Assessment: Dark Web Monitoring
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Vulnerability Management
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Vulnerability Management
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Vulnerability Management
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Vulnerability Management



ConnectWise Cybersecurity 
Ecosystem
Secure and Streamline Access
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Identity and Access Management (IAM)

Push

Authentication Options:

Soft Key Yubikey Hard Key Smartcard

• Multi-Factor Authentication (MFA)
• Single Sign-On (SSO)
• Elevated Access
• Unified Directory Services

Also included: Multi-Tenant Management, Role-Based Access Controls, 
Policies, User and Device Visibility and Management, Automated 
Customer Onboarding Campaigns, Self-Enrollment, End User Password 
Resets



ConnectWise Cybersecurity 
Ecosystem
Protect Endpoints & Apps On-Prem/Cloud
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Managed Detection and Response (MDR)
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Managed Detection and Response (MDR)

OR

ConnectWise SOC 
Services™
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Managed Detection and Response (MDR)

• Accelerate your 
practice

• Avoid expensive 
upfront costs

• 24/7/365 Monitoring 
and Response
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#ITNation
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SaaS Security

ConnectWise SaaS utilizes ConnectWise 
SIEM and SOC to secure:
• Microsoft 365®
• Azure AD
• OneDrive

Provides:
• Multi-tenancy dashboard
• Out of the box reporting and alerting
• Real-time analysis of threats
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Stop Ransomware, 
Phishing, Malware, 
Botnets, and DDoS 

attacks

Public Cloud
(IaaS/ PaaS) Enterprise SaaS Consumer Apps/ WebOn-Prem Apps

Office

on-prem
Data center

Remote

C

C

CC

C

C

Secure Internet AccessSecure Private Access

VPN

Firewall, IPS/IDS

Zero Trust Access

Data Loss Prevention

Web Gateway

DNS security

SaaS controls (CASB)

Data Loss Prevention

Firewall, IPS/IDS

DDoS Prevention

Cyber Gateway

Device Client

SASE Secure Access Services Edge
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SASE



ConnectWise Cybersecurity 
Ecosystem
Collect & Analyze Log Data
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Security Information and Event Management (SIEM)
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Security Information and Event Management (SIEM)
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Components for the SIEM

• SIEM App (Web)
• Sensors
• Log Shipper
• Integrations



ConnectWise Cybersecurity 
Ecosystem
Respond & Remediate Cyber Incidents
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Incident Readiness
• Develop an Incident Response Plan
• Identify Critical Assets
• Backup Critical Data
• Conduct a Risk Assessment
• Train Your Staff
• Implement Security Controls
• Conduct Regular Testing and Drills
• Engage Third-Party Experts
• Test Backups
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Incident Response Services
1. Contain the threat quickly

2. Remotely assess and remediate intrusion to be back operational quickly

3. Determine root cause and patient zero to recommend additional security controls to enhance security

4. Monitor environment after incident for 30 days to capture re-infections

5. Option to purchase monitoring service beyond 30 days

* Available to both CW partners and non-partners

Retainer-Based On-Demand

• Establish incident preparedness
• Knows who to contact at 

company
• Act quickly by understanding 

basics of customer environment

• Get help in an 
emergency

• 24/7 hotline
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ConnectWise SaaS Backup™
ConnectWise Recover SaaS delivers a 
single, integrated view of SaaS data 
backups.

• Full cloud data protection

• Easy set up; easy recovery

• Configurable retention

• Quickly find and restore

Azure AD Backup is FREE!
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ConnectWise Co-Managed Backup™
If you Manage multiple backup services, This will be a fit for you. With 

this solution, our NOC can take 80-90% of backup and 
disaster recovery tasks off your internal technicians’ to-
do lists. You select the BCDR of your choice and our team monitors all 

your BCDRs through a single console.

Your 
choice 

of BCDR

NOC 
Services
(80-90% 
of BCDR 
tasks)

• Acronis
• Veeam
• Axcient
• More Coming
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ConnectWise Partner Program

SELF-PACED JOURNEY BUSINESS READINESS

• Sales, marketing, tech 
readiness

• Optional internal 
assessment

• Implement 
ConnectWise cybersecu
rity

• Pricing and bundling tips
• Free advanced 

certifications

LEAD GENERATION

• Dedicated marketing 
concierge

• Market Development 
Funds

• Earn Co-Op Funds on 
growth

• Ready to use campaigns 
and assets for clients & 
prospects

• Access to Subject 
Matter Experts for 
events

• Access to on demand 
education

• Brandable marketing 
assets

• Marketing automation 
platform

• Free fundamentals 
certification

REGISTERED PARTNER
Grow at your own 

pace

ACCELERATE PARTNER
Grow with expert guidance

CLOSING DEALS

• Dedicated partner 
development manager

• Sales training for your 
team

• Sales framework 
coaching

• Access to pre-sales 
resources

• Co-Sell opportunities
• Sales debrief

New cybersecurity tracks: Compliance, cyber insurance, and addition of BCDR to the Partner Program
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Next Steps
• Register for the Partner Program today

• Registered or Accelerated Partner
• Take advantage of our diverse and cohesive ecosystem
• Become ConnectWise Cybersecurity Certified in the University

• ConnectWise Certify™ Training: Sales and Technical
• Get Started Now >> Choose progress over perfection
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