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The cybersecurity industry is full of jargon terms that make it difficult to communicate the
value of the capabilities you offer to your customers and clients

Phishing Awareness Interactive Application Security Testing
User & Entity Behavioral Analvtics [nsSider Threat Secrets Management

Software Composition Analysis

Endpoint Protection cioud Access Security Broker SAtended hetection & Resnonse
Endpoint Detection & Response Confidential Computing

Lero Trust Network Access Cloud Infrastructure Entitiement Management

ldentity & Access Management

Content Disam & Reconstruction

Microsegmentation GIIIII(I Seclll'ilv I'IISIIII'G Ma!la!lemenl
Artificial Intelligence / ML Threat Intelligence
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One simple way to make cybersecurity more approachable is by aligning capabilities against
five asset classes (nouns) and the NIST CSF (verbs)

Phishing Awal
& Entity Behavi s Insider Threat Secrets Management

Cloud Infrastructure Entitiement Management

ldentity & Access Management

" Cloud Security Posture Management
Antificial Intelligence / ML Threat Intelligence

Privileged Access Managemem
ce Management

Zero Trust Network AGI}ESS

June 2023

Asset Classes Operational Functions

DEVICES

Cl—te,

1] &= 0 @
APPS
—H‘%?F

e
NETWORKS

Workstations, servers,
phones, tablets, storage,
network devices, loT,
infrastructure, etc.

Software, APls, webapps,

microservices, and app
flows on the devices

Connections and traffic
flowing among devices
and apps

Information at rest, in
transit, or in use by the
resources above

The people using the
resources listed above

IDENTIFY
Q

PROTECT

DETECT
b
RESPOND

%

RECOVER

Inventorying assets and vulns,
measuring attack surface,
prioritizing, baselining normal,
threat modeling, risk assessment

Preventing or limiting impact,

patching, containing, isolating,
hardening, managing access,
vuln mitigation

Discovering events, triggering on
anomalies, hunting for
intrusions, security analytics

Acting on events, eradicating
intrusion, assessing damage,
forensic reconstruction

Returning to normal operations,
restoring services, documenting
lessons learned, resiliency
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Introducing the Cyber Defense Matrix

Devices

Applications

Networks

Data

Users

Degree of
Dependency

June 2023

Identify Protect Detect Respond Recover

Technology
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Testing the Cyber Defense Matrix against the marketing buzzwords...

Identify Protect Detect Respond Recover
Devi Phishing Awareness | Interactive Application Security Testing
evices
Usera Entiy Behavioral Analyiics_Insider Threat Secrets Management
o ' Clout Access Securlthroker
Applications Enllnolnt Ile ection &Response Ponfidential I:omnutm
m Ure entitiement managemen
Networks n . 'I
dallagémen

Content Disarm & Reconstruction

Data|  Microsegmertation clﬂ“ agement

. Al Intelligence / N AR e : — |

Users P"\'ilﬂgﬂ | g gﬂmﬂnt

Attack Surface Management

Degree of People

Dependency

Technology
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. reveals how various cybersecurity capabilities align to problems being solved

Identify Protect Detect Respond Recover
Asset Mgt, AV, Anti-Malware, -
Devices | Vuln Scanif, | EPB I, HIPS | Endeoint | 6 Response,
uln , uln Mitigation, ’
CertificategMgt AIIowIi§t|ng UEBA, XDR SOAR

SAST, DAST, Source Code

’ ’ RASP, WAF, ASOC - :
. . SW Asset Mgt, ’ » |Compromise, Logic
Applications | i zers, Bugg Z1 AlpgeAccess, Bomb Discover%,

Bounty API Security App IDS, XDR

Netflow, FW, IPS/IDS, DDoS Detection, | DDoS Response,
Networks | Network Vuln Microseg, ESG, | Net Traf Analysis, | NW Forensics,

Scanner SWG, ZTNA UEBA, XD SOAR

: Encryption Deep Web, Data
Data Audit Al : :

: ’ Tokenization, [Behavior Analytics, DRM,
Data Discovery, DLP, DRM, DBAM, | FBI, Br)i(%nRKré/bs, Breach Response Backup

Classification DB’ Access Proxy

Phishing Sim, | Sec Awareness & | Insider Threat,
Users Background Chk Training, User Behavior
MFA, Human Risk | Adaptive Péople | Analytics, XDR,

Mgt Protection Human Det & Resp

Degree of
Dependency

Technology

I
June 2023 s 4 @sounilyul © 7



Example mapping of various vendors to the Cyber Defense Matrix

Identify Protect Detect Respond Recover
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We need to choose the right map to communicate clearly

Strategic 50,000 ft

25,000 ft

10,000 ft

Tactical 1,000 ft

June 2023
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Cybersecurity has similar maps

Strategic 50,000 ft Framework-Centric

25,000 ft Control-Centric

10,000 ft Threat-Centric

Tactical 1,000 ft Tech and Ops-Centric

I
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We need to use the right model for our audience to communicate “risk”

Strategic 50,000 ft

25,000 ft

10,000 ft

Tactical 1,000 ft

June 2023

QBR
Territory

> Riskc
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Playing Security Bingo... don’t play blackout!
What are the minimum effective tools and expertise needed to declare bingo?
UP. DOWN. DIAGONAL. ACROSS! Identify Protect Detect Respond Recover

Visit Invent Solution partners for stamps. Complete two rows, three rows or get
a blackout. Then fill out ALL the info on the front of the card, and you're eligible

/ L3
to win. Submit your completed card to the Marketplace section in the | Dev I ce S
ConnectWise Booth before the close of IT Nation. |

ae GOOD LUCK!

ey [
| = | b 2 2 geKambium
Saas Alerts | @ vorgu i s,gm FREE | UPC Matic | < Insperity ° °
| | Zorus AN SUERTASY, SPACE P
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o~ | . s i
| vmonnay i ‘ 3 E:I_'_gm &cynet | Bitdefender %m mvmik Q@ Qickpass |
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= I ,
et opentext: = “BlackBeny. H S * STACK |  FREE
Dropsuite | 5 e tribu {1 STACK | greserve \fv—fq EE
i % SPACE
Booth 533 ; Booth 809 Booth 420 Booth 908 Booth 12 Booth 910  Booth 535/537
= | e e Networks x
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— S
| A | - | 1
B S 8 Avalara | Gurocese | QRINKY | wrenen | FREE
| | SPACE
Booth 231 Booth 531 Booth 136 Booth 104 Booth 920 Booth 1000
‘ 1 €}
K AvePoint | Alert@ps | MSPCFG | 3:mmoxw=- | [§) perimeters! FREE CRUSHRANK
Booth 904 Booth 18 Booth 824 Booth 16 Booth 626 Booth 936 Booth 740 D a t a
" CLEARBENCH
| M‘m\ EXIUM 71‘}«’57 Acronis H" A?REE
[ SPACE SPACE
| Booth812 | Booth332 Booth 314 Booth 14 Booth 20
13 g j W
© GlassHive ! 1 proofpoint. ] Timozest FREE @ & ironvest
| SPACE

Booth 630 | Booth 324 Booth 804 Booth 632 Booth 10

F THE FANTASTIC PRIZES! Users

TWO ROWS:
You're eligible to win one of three $100 Amazon Gift Cards.

THREE ROWS:
You're eligible to win a pair of Bose Earbuds.

Degree of
Dependency

Technology

BLACKOUT (ALL SQUARES):'
You're eligible to win an Electriz:g Scooter or Solo Sto

J 2023
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Different layers of the Cyber Defense Matrix can help you profile and organize information
related to your customer’s specific needs

o

Cyber Defense Matrix

Food Pyramid

LT&

Layer 1: Recipes Layer 4: Allergies

Proven Practices, Frameworks, @ Business/Mission/Technology
Reference Architectures “> Constraints, Exceptions

Layer 2: Pantry Layer 5: Nutritional Needs

=== Current State Risks, Attack Surfaces, Threat
may Capabilities Environment

Layer 3: Market The “Stack”

27 -  Commercial -~ Combined

A

ey Options — Matrices

]
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RECIPE

§El Recipe Example: CIS Critical Security Controls

Devices

Applications

Networks

Data

Users

Degree of
Dependency

June 2023

B Implementation Group 1
Implementation Group 2
B 'mplementation Group 3

Identify Protect Detect Respond Recover
3.6,4.4,45,4.8,4.9, ,4.12,10.1, 15
1.1, 10.2,10.3,10.5,10.6, 12.7,12.8, PPN 1.2,
,13.7,13.9 !
2.1,2.2,7.5,7.6, ,2.7,4.1,7.1,7.3,7.4,9.1,
15.1
7 7’ 7 ’ ’ ’ ’ ’ ’ ’ . '2
15.5, 18.6, 18.7, .16.7, 16.8, 16.9, ' , 2.3,7.2,
16.12,16.13, 16.14, ,
,4.2,4.6,8.1,8.3,8.4, ,9.2, 82,85, 8.6,
7 7’ ? 7 ? 9'7I 12'1I ’ ’
18.5 , , ,13.8, 13.10, , ! ! !
18.4 ! 131
3.3,34,35 3.13,6.8 11.1,11.2,11.4
3.1,3.2,3.7, rer T ’ ’ P 3.14,8.12,15.6 ’ ’ ’
11.3,14.6, 15.7,
43,4.7,5.2,5.4,56,6.1,6.2,6.3,
5.1,55, 6.4,6.5,6.7,14.1,14.2,14.3, 144, 5.3
14.5,14.7,14.8,14.9

Technology

People

17.7.17.8

17.5 17.6
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@ Allergy Example: Capturing Exceptions and Business Impacts

WORK FROM
HOME

BRANCH
OFFICE

< OFFICE
WORKERS

CALL [[x[ T
CENTERS [

x
x
x
x
x

x
x
x

DEVELOPERS
DATA ANALYST

COMMODITY
TRADERS

]
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@ Allergy Example: Business and Technological Constraints

F Local Admin Rights Restriction as a protective control

EDR as a less impactful, compensating, detective control

DEVELOPERS /
DATA ANALYSTS

ICS / OT / MED
ENVIRONMENTS

Network based controls as an alternative

]
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. . Nutritional Needs: Threats and Safeguards Matrix (TaSM) by Ross Young

https://owasp.org/www-project-threat-and-safeguard-matrix/

Threats and Safeguards Matrix (TaSM)

-An action-oriented view to safeguard and enable the business (Ross Young)
Functions & Safeguards

June 2023

Threats

| denffy | Proect | Detect Respond Recover

Identity & Access Mgt Awareness Training Deception Technology |EDR Additional Training

- Active Directory User Info [Email Security EDR Forensics Investigation Post-Mortem (Blameless)
Phishing |- Identify High Profile Accts |MFA Email Security Email Security Isolate / Quarantine

- Role Based Email Privs Phishing Simulations Outlook Plugins Wipe Machine

Proxy Server User Reports
Audit Admin Accounts AV / Endpoint protection Deception Technology |Contact Law Enforcement |Backups
Identify Critical Systems Email Security EDR EDR Business Continuity Plans
Ransomware |- PCI/HIPAA/ ... Least Privilege Accounts Intrusion Detection Forensics Investigation Disaster Recovery Tests
Resiliency Requirements Offline Backups Logging/Monitoring Identify Infection Vector Public Disclosures

Tabletop Exercises Password Complexity Reqs |User Reports Patching / Refreshing

API| Gateway AppSec Testing IDS / SIEM Block IP addresses Audit/Evaluate Controls
Web App Asset Management Bug Bounty Programs Logging / Monitoring Disable Connectivity - WAF / RASP

CMDB Pentesting / Red Teams - App logs Enable DLP Responses Enhance

Attacks Digital Footprint Monitoring |Secure Configs / Patching - Network Fix Vulnerabilities - Logging / Monitoring
WAF / RASP - WAF / RASP Forensics Investigation
VVendor & |Risk Assessments Access Control Cyber Threat Intel Disable Connectivity Investigation Report
Partner - Example CAIQ / SIG Contract Agreements Vendor Self Reporting |Remove Data Modify Contract Language

-1S0O 27001 / SOC2 Type 2 |Vendor Monitoring

Data Loss  |Supply Chain Risk Mgt

I
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I Implementation Group 1

-ﬁ.f Nutritional Needs: Community Defense Model for Ransomware implementation Group 2

B 'mplementation Group 3

RECIPE

A Identify Protect Detect Respond Recover

o Devices 4.4,45,10.1,10.2, 10.3
Applications 2.1, 2.2 41,7.1,7.3,7.4,9.1 2.3,7.2
Networks 4.2,4.6,8.1,8.3,9.2,12.1 8.2
11.1,11.2
Data 3.1, 3.2 3.3,3.4,11.3,14.6 P
11.4
4.7,5.2,5.4,6.1,6.2,6.3,
Users 5.1 6.4,6.5,14.1,14.2,14.3, 5.3
14.4,14.5

Degree of
Dependency

Technology

I
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-ﬁ.f Nutritional Needs: Community Defense Model for Ransomware

RECIPE

o/ ——
o —
o/ —
o —

——

Devices

EEE
A
L1 1 J
...

‘jrocer‘

Applications

Networks

Data

Users

Degree of
Dependency

June 2023

B Implementation Group 1
Implementation Group 2
B 'mplementation Group 3

Identify Protect Detect Respond Recover
dedy; 4.5, 10.1,10.2, 10.3
.
e R A1 74,7372 91 23, 7.2
-~
4.2,4.6,8.1,8.3,9.2, 12.1 g .
s 2 -
3.1, B i2e— 3.3,3.4,11.3,14.6 11'1'1141'2’
‘ - am ® . k
< 417,5.2,5.4,6.1,6.2,6:8;
G ] — 6.4,6.5,14.1, 14.2, 14.3, 5.3
= 14.4, 14.5

Technology
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The combination of the layers help us quickly understand our current security posture and
the options for improving it

O ©@ i

How secure How secure How do | get

am |? should | be? there?

Existing Best Practices, Risks Prospective Mission/Business/Tech
Capabilities Arch|te_ctures (Nutritional Capabilities Constraints (Allergies/
(Pantry) 5 f?ﬁ'\pflehl Needs) (Market) Dietary Restrictions)
NN N
o | w oo oo ave oo NI

- o

oo el o || o + + 0 XN

on (o] om o | |o il L NN

]
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A combined view of all the layers provides a way to understand the decision space and the

range of risk management o

Pa=gd Lamg fa g amd L e Pa g e g
Lamg L
La=d
[ g L=
o Lamd >
P~ 4 LTETLED
LI ATt TET ) LT
S — =
e e >t >4 >

===

N RN
AR

O Architectural Requirements
I Existing Capabilities

% Commercial Capabilities

N

June 2023

ptions

O 000 O QO
o0 000|000 oo
KAk Ak | hk
Table stakes / @) © Risk Management Discussion:
- T B oo * Active attacks underway
Justdoiit *okk kR AR kK ,
o) * Regulatory requirement
oo ep oono o * Capabilities are avallable:..
O R o U v * ... but controls create major
OO0 O mission impact
Risk Management Discussion: —> *E* I:IP*I:I Ak WA N
* Active attacks underway 000 O Opportunities
* No regulatory requirement oo oany Ooo D E— A
v * e to Innovate

* Capabilities are available...
e ... but controls create minor mission impact

Attack Surfaces

Business/Mission Constraints

I

Opportunities
to deprecate
or capture
best practice

]
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Other Use Cases: Understand how to balance your portfolio without breaking the bank

Devices

Applications

Networks

Data

Users

Total

22222222

Identify Protect Detect Respond Recover Total
$50 $100 $50 $200
$50 $100 /ﬁﬂ\ $100 $300

LUg

$100 $100 WTRAT/VE $250
$50 $50 $50 $150
$50 $50 $100
$200 $200 $250 $150 $200 = $1000
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Other Use Cases: MSP Handoffs and Responsibilities

Devices

Applications

Networks

Data

Users

June 2023

Identify Protect Detect Respond Recover
Endpoint Services CERT Igndp_omt
ervices

LOBs / DevOps App Monitoring & LOBs /
Response DevOps

Network Services

Network Monitoring &
Response

Net Svcs

Chief Data Officer /
Chief Privacy Officer

Data Loss Prevention & CDO/
Response CPO

Human Resources

MSP

Insider
Threat

MSSP

Human Resources /
Physical Security

Customer

. 4 @sounilyul © 23



Dividing Responsibilities with the Customer in Ransomware Protectio
(Not correct, purely illustrative)

Devices

Applications

Networks

Data

Users

June 2023

B  MSP Responsibility

N I Customer Responsibility
[ Shared Responsibility w/MSP Lead

B shared Responsibility w/Customer Lead

Identify Protect Detect Respond Recover
4.4,4.5,10.1,10.2,10.3
2.1,2.2 41,7.1,7.3,7.4,9.1 2.3,7.2
4.2,4.6,8.1,8.3,9.2,12.1 8.2
11.1, 11.2,
3.1,3.2 3.3,3.4,11.3,14.6 e
4.7,5.2,5.4,6.1,6.2,6.3,
5.1 6.4,6.5,14.1,14.2,14.3, 5.3
14.4,14.5

Customer
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Client XYZ Cyber Defense Matrix
(by Andrew Szokoly at Proda Technology, https://prodatechnology.com)

Devices

Apps

Networks

Data

Users

June 2023

Ider$|tify

Asset Management

Protect
$S

Defense Against Threats

Detect
$S$

Security Incident

Reigs?nd

Security Incident Response

Recover
$58$$

Restore After Incident

* RMM Automated Asset Discovery

» Continuous Vulnerability Scanning

= Group Policy Discovery / Hardening Policies
= Documentation Automation

» Mobile Device Management

» Annual Risk Review / Assessment

RMM Patching / Healing / Alerting

Endpoint Ransomware Protection

Asset Lifecycle Management

Endpoint DNS Filtering

AV / Centralized Management

Spam Filtering

Group Policy Discovery / Hardening Policies

Advanced Email Security (Advanced Threat Protection)

Al Based AV with 7x24 Security Operations Center
Privileged Access Management ( & Device MFA)
Radius Wireless

Privilege Elevation Management (Request to Install)
Mobile Device Management

AV / Centralized Management

RMM Patching / Healing / Alerting

Endpoint Ransomware Protection

Endpoint DNS Filtering

Al Based AV with 7x24 Security Operations Center
SIEM with 7x24 SOC (Logging and Detection)

Endpoint Ransomware Protection

Al Based AV with 7x24 Security Operations Center
SIEM with 7x24 SOC (Logging and Detection)
Centralized Change Reporting

» Cyberinsurance / Ransomware Insurance

Centralized Change Reporting

Segregated Server and Workstation Backups
Server Cloud Replication (DR Hot Site)
Cyberinsurance / Ransomware Insurance
Disaster Recovery Plan

Automated Asset Discovery

Continuous Vulnerability Scanning

Continuous Security Auditing / Management
Business Impact Analysis

« Privilege Elevation Management (Request to Install)
» Annual Risk Review / Assessment

Application Single Sign On ( SSO)
Domain DNS Protection
Password Management

Mobile Application Management

Cyberinsurance / Ransomware Insurance

Cyberinsurance / Ransomware Insurance
Disaster Recovery Plan

» Continuous Vulnerability Scanning
= Documentation Automation
» Annual Risk Review / Assessment

RMM Patching / Healing / Alerting

Asset Lifecycle Management

Next Generation Firewall with Service Agreement
SIEM with 7x24 SOC (Logging and Detection)
Endpoint DNS Filtering

Privileged Access Management ( & Device MFA)
Radius Wireless

Domain DNS Protection

Endpoint DNS Filtering

SIEM with 7x24 SOC (Logging and Detection)
Domain DNS Protection

Bandwidth Monitoring

Network Management

SIEM with 7x24 SOC (Logging and Detection)
Centralized Change Reporting

Al Based AV with 7x24 Security Operations Center
Cyberinsurance / Ransomware Insurance

Centralized Change Reporting
Network Management
Disaster Recovery Plan

» DatalLoss Prevention (DLP) in M365
» Continuous Vulnerability Scanning

= Documentation Automation

= Automated Identification of M365 Groups
» Annual Risk Review / Assessment

Group Policy Discovery / Hardening Policies
Endpoint DNS Filtering

Application Single Sign On ( SSO)

Privileged Access Management ( & Device MFA)
Domain DNS Protection

Dataloss Prevention (DLP) in M365

Al Based AV with 7x24 Security Operations Center
Email Encryption

Mobile Device Management

Darkweb Scanning (For Stolen Credentials)
Email Encryption

Bandwidth Monitoring

Mobile Device Management

Cyberinsurance / Ransomware Insurance

Segregated Server and Workstation Backups
Server Cloud Replication (DR Hot Site)
Disaster Recovery Plan

» Darkweb Scanning (For Stolen Credentials)
= Continuous Security Auditing / Management
= Documentation Automation

» Annual Risk Review / Assessment

Spam Filtering

Security Awareness Training

Phishing Simulation

Self Service Password Reset (Identity Verification)
Privileged Access Management ( & Device MFA)
Password Management

Radius Wireless

Advanced Email Security (Advanced Threat Protection)

Privilege Elevation Management (Request to Install)
Mobile Device Management

» Cyberinsurance / Ransomware Insurance
» Incident Response Plan

In Place Today

Available Services and Projects

]
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Emerging threats change priorities

Devices

Applications

Networks

Data

Users

Degree of
Dependency

June 2023

Identify Protect Detect Respond Recover
dedy; 4.5, 10.1,10.2, 10.3
K
- - -
T 7.2,7%, '; 2.3,7.2
. — ~’ : -
‘- ——
8.2 S
o -
3.1, 3 2ew 11'1'1141'2'
: , - 11
W | ¥7,5.2,54,6.1,6.2,68
s e | GG 5,14.1,14.2, 14.3,
> . 44.4,14.5 .
P eople
C DIO(Q
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Combining Emerging Threats with Andrew’s version of the Cyber Defense Matrix

Devices

Apps

Networks

Data

Users

June 2023

Ider$|tify

Asset Management

Protect
$S

Defense Against Threats

Detect
$S$

Security Incident

Reigs?nd

Security Incident Response

Recover
$$8$S

Restore After Incident

* RMM Automated Asset Discovery

» Continuous Vulnerability Scanning

» Group Policy Discovery / Hardening Policies
= Documentation Automation

» Mobile Device Management

» Annual Risk Review / Assessment

» Continuous Vulnerability Scanning
» Documentation Automation
» Annual Risk Review / Assessment

RMM Patching / Healing / Alerting

Endpoint Ransomware Protection

Asset Lifecycle Management

Endpoint DNS Filtering

AV / Centralized Management

Spam Filtering

Group Policy Discovery / Hardening Policies
Advanced Email Security (Advanced Threat Protection)
Al Based AV with 7x24 Security Operations Center
Privileged Access Management ( & Device MFA)
Radius Wireless

Privilege Elevation Management (Request to Install)

Mobile Device Management

AV / Centralized Management
RMM Patching / Healing / Alerting
Endpoint Ransomware Protection
Endpoint DNS Filtering

Al Based AV with 7x24 Security Operations Center

SIEM with 7x24 SOC (Logging and Detection)

Endpoint Ransomware Protection

Al Based AV with 7x24 Security Operations Center

SIEM with 7x24 SOC (Logging and Detection)
Centralized Change Reporting
Cyberinsurance / Ransomware Insurance

Centralized Change Reporting

Segregated Server and Workstation Backups
Server Cloud Replication (DR Hot Site)
Cyberinsurance / Ransomware Insurance
Disaster Recovery Plan

> Dataloss Prevention (DLP) in M365
- Continuous Vulnerability Scanning

» Documentation Automation

- Automated Identification of M365 Groups
- Annual Risk Review / Assessment

- Darkweb Scanning (For Stolen Credentials)
- Continuous Security Auditing / Management
» Documentation Automation

- Annual Risk Review / Assessment

Application Single Sign On ( SSO)
Domain DNS Protection
Password Management

Mobile Application Management

- Spam Filtering
« Security Awareness Training
« Phishing Simulation
Self Service Password Reset (Identity Verification)
« Privileged Access Management ( & Device MFA)
Password Management
Radius Wireless
Advanced Email Security (Advanced Threat Protection)
Privilege Elevation Management (Request to Install)

In Place Today

Cyberinsurance / Ransomware Insurance

Cyberinsurance / Ransomware Insurance
Disaster Recovery Plan

Endpoint DNS Filtering

SIEM with 7x24 SOC (Logging and Detection)
Domain DNS Protection

Bandwidth Monitoring

Network Management

SIEM with 7x24 SOC (Logging and Detection)
Centralized Change Reporting

Al Based AV with 7x24 Security Operations Center

Cyberinsurance / Ransomware Insurance

Centralized Change Reporting
Network Management
Disaster Recovery Plan

Darkweb Scanning (For Stolen Credentials)
Email Encryption

Bandwidth Monitoring

Mobile Device Management

»_Mobile Device Management

Available Services and Projects

Cyberinsurance / Ransomware Insurance

Segregated Server and Workstation Backups
Server Cloud Replication (DR Hot Site)
Disaster Recovery Plan
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Remember to choose the right map to communicate clearly

Strategic 50,000 ft

25,000 ft

10,000 ft

Tactical 1,000 ft

June 2023

Cyber
Defense
Matrix
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Questions?

Wl @sounilyu W @cyberdefmatrix

]| sounil@cyberdefensematrix.com
|: https://cyberdefensematrix.com

in https://www.linkedin.com/in/sounil

& https://www.slideshare.net/sounilyu/presentations
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