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- Agenda

* Announcements review
* Key capabilities and benefits

* Call to action
* Keynote
* Sessions
* Main booth—multiple stations




Top SIEM Deliverables

*  Themes and continuous innovations

* Specific announcements (SaaS, Retention, ECS
Rules)

* Detailed list

*  New dashboards (EDR & IDS)
Azure rulesets
SaaS v2 (separate training)
SOC value report
SIEM 3.0 themes

True retention
ECS

Sharp MFP offer
* Next steps
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New EDR + IDS Dashboards

* Shows value of combining high fidelity alert
information

* Targeted to assist with investigations as initial
use case

* Stepping-stone for our broader XDR framework

v
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v
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EDR & SIEM Summary

Sentinel One Alerts
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Sentinel One New Threats §1Mew Threats
® Malware
. Threat Count
‘ @ Application Control 13 File Path Hash Process Arguments
® PUA Malware 192.168.147.240 -install-2.4.4-1601.exe cf8ad833e02b81c600c1c83705efe11dac3bdebd  N/A 1
@ Rootkit
Malware 101112191 p_util_sh.py fBeaad%a0f56213bf59e193508e02a253852983F " Jusr/bin/pythor wtall_local_setup_util_sh.py sh 3
@ Generic.Heuristic -
bash
Malware 10.11.12.191 h.py f6eaad9adf56213bf59e193598e02a253852983F " Jusr/bin/pythar istalll_local_setup_util_sh.py sh 3
bash”
Malware 192.168.140.89 h.py fBeaad9a9f56213bf50e193508e02a253852983f " Jusr/bin/pythor wtall_local_setup_util_sh.py sh 2
bash®
Malware 192.168.140.89 tadbbec8d8772968f000b8dcB335ac760/merged/var/lib/dpkg/info/libpam- 99971876c953dae147ad34752f44abBabd3e1284  * /bin/sh (var/lib/dpkg/info/libpam-systemd:amd&4.prerm upgrade 1
24811-0ubuntu3.g”
Malware 192.168.140.89 3cae361ef419816b8AG1cB7e3302dbb/merged/var/lib/dpkg/info/libeB:amdB4.postrm 73B3eefad630f02987705c577763319¢ce2bef5ea " /bin/sh fvar/lib/dpkg/info/libeB:amdB4.postrm upgrade 2.27- 1
3ubuntulg”
Malware 192.168.140.89 sh.py f6eaad9a9f56213bf58219359802a253852983f  * Jusr/bin/python3 jop! tall{_local_setup_util_sh py sh 1
Sentinel One Activity bash”
B Malware 17216.4.47 R 013812680-3567710555-18899\SREABE3K Ink a68769¢cebbd27d65d39f232e0b7247063db36136 N/A 1
@ Device Control A...
@ Firewall Control ... IDS Alerts
@ User Reconnecte...
@ Agent Reconnect... Indicator Source IP Destination IP Count
@ Agent Moved To ... [ConnectWise CRU] Plaintext Login for IMAP 143 17419613414 192168113 1
@ Agent Software ... [ConnectWise CRU] Plaintext Login for IMAP 143 195.219.98.44 192.168.11.72 1
® Agent updated ET POLICY Anonymous LDAPV3 Bind Request Outbound 10.20.1.247 98158.162.101 278
@ Vulnerability sea...
ET POLICY Anonymous LDAPv3 Bind Request Quthound 10.241.0.97 151193104131 B
@ Agent subscribed
. ET POLICY Anonymous LDAPv3 Bind Request Qutbound 10.241.0.97 151193108131 2
@ Agent Decemmis...
@ Threat Incident S... ET POLICY Anonymous LDAPv3 Bind Request Qutbound 192.168.165.16 214.23.240177 1
@ Agent Complete... ET POLICY DNS Query to .onion proxy domain (onion .pet) 192.168.0.100 8.8.88 181
® Agent Started Fu... ET POLICY DNS Query to .onion proxy domain (onion .pet) 192.168.0.100 8.8.4.4 102
@ Tag Manager - U... . :
ET MALWARE Windows gwinsta Microsoft Windows DOS prompt command exit QUTBOUND 192.168.100.49 103.36.248.79 280
@ Scan Initiated
ET MALWARE Windows route Micresoft Windows DOS prompt command exit QUTBOUND 192.168.100.49 103.36.248.79 280

@ User Requested ...

@ HNew Suspicious ...

Export: Raw& Formatted &
@ Threat Mitigation. s




EDR & IDS Threat Details

SIEM + IDS + MDR
Security Dashboard

Sentinel One New Threats Details

Time - gentDetail: g il puterName

> Apr24, 2023 @ 13:38:38.435 10104137

2 Apr24,2023 @ 02:23:20.089 10101137

IDS Alerts

Indicator

ET MALWARE Antibody Software Installed (PUA)

Export: Raw & Formatted &

‘Windows Least Common Process Command Line

Least Common Process Command Line

N [P --UseSystemFonts /Q:15

-i -cDir ASMedia_USB_Controller -o SKBB7_temp.xml
-i -cDir ASMedia_USB_Controller -o CRNYO_temp.xml|
-i -cDir ASMedia_USB_Controller -0 DZMOX_temp.xml
-i -cDir ASMedia_USB_Controller -o IC3J7_temp.xm|

-i -cDir ASMedia_USEB_Controller -o UC184_temp.xm|
-i -cDir RLtek_Ethernate -0 5KBB7_temp.xml

-i -cDir RLtek_Ethernate -o CRNY0_temp.xm|

-i -cDir RLtek_Ethernate -0 DZMOX_temp.xml

-i -cDir RLtek_Ethernate -0 IC3J7_temp.xml

S1New Threats

Malware

Malware

Threat  IP File Path Hash Process Arguments Count
Malware 10.10.1.137 \infrarecorder_964.exe 41cBeecdc2fe2240b85d23c8737581e9253126e N/A 2
Malware 10.10.1.137 ids\CoupoenPrinterCPS (1).exe ae197ca540c814e1f9a311bebdb37af534efd0ad N/A 2
Malware 10.10.1.137 Mfents\jZipVic.exe 2b%0dc9a28d9cc94c0f064d39ce7fal1a92b73ce N/A 1
Malware 10.10.1.137 . or\Adobe Acrebat 7.0 Professional - Keygen by PARADOX 2004.exe ee2dd7a7db919336df9d2cceba0d529938455888  N/A 1
Malware 10.10.1.137 Converter Full\Crack\CrackCopyMeTolnstallDirAndRun.exe 743073d2a6fdaba0f2e0bd175470619132ea884f N/A 1
Malware 10101137 ds\CouponPrinterCPS (2).exe ae197ca540cB14e1f9a311be6db37af534efd0ad N/A 1

1-500f50 <

filePath primaryDescription threatDetails.fileContentHash data. ‘guments
\Quarantine\C\Program Files\MyPC Backup\MyPC Ba  Threat with confidence level malicious detected: MyPC Backup.exe.vir 182d4dcb2c231e7d971ac4456f4albe22faba -
al

0f2e0bd175470619132ea8 -

Total Video Converter Full\Crack\CrackCopyMeTolns  Threat with confidence level malicious detected: CrackCopyMeTolnstaliDirAnd 7430734

Run_exe B84f

Source IP Destination IP

10101137 104156.52.74

Count

Count
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Easily View Azure Alert

Azure Top Operations

° o Ty Export
and Activity Sources opeci:Dsara o :
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Userld.keyword: De... ~ Count g Workload.keywor... ~ Count e
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System 4161 AzureActiveDirectory 26,000
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2,915 MicrosoftTeams 16,989 Ireland 2,452
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China 1,898
2.031 CompliancePosture... 4161
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Saa$S Security Essentials

ConnectWise Solution

*  Few security products provide low cost,
“essentials only” monitoring solutions

*  Most solutions are “full SIEM” —hard to
configure, expensive, and require SOC
management

|”

*  Need “essential” SaaS monitoring to
ensure critical incidents are investigated
and mitigated

Features “self-service” SaaS security
monitoring

Leverages expertise of security
professionals

Offers advanced threat detection and
pre-curated alerting rules from the CRU

Reduces staffing or infrastructure
investments

Includes mitigation and investigation
recommendations via knowledge base

. o h



Saa$S v2: Access SaaS Security Essentials in Asio™

247 Security Overview Module

&

QO

x +

C { & controlga.itsupport247.net

Community
Healthcare
Network

Service Delivery
Devices
Automation

05 Patching

Alert Management
Reporting

Communicator

Security

Overview

Profiles

Activation
Vulnerability Mgmt
Assessment
Reports

SaaS Security

Learn More =

ConnectWise SOC Services

Learn More =

ConnectWise Incident Response

Provide 24/7 threat monitoring and response backed by 24/7 security experts on tap to address critical security incidents
ConnectWise SOC experts. for you and your clients.

ConnectWise Cybersecurity Operation Center is working as an extension of Cybersecurity attacks are overwhelming and stressful, especially if you are
your team, with our certified security analysts, cutting-edge threat short on bandwidth and cybersecurity expertise. You can have peace of mind
intelligence, and our latest selutions to manage all your security monitoring, with our team of security experts who are here to help you and your clients
24/7. through critical security incidents with 24/7 support.

Learn More = Learn More =

CW Saa$ Security Essentials
Saas Application Security Monitoring

Produces notifications to help your crganization identify potential threats or
vulnerabilities within your cloud-based SaaS applications. It provides
recommendations on how to remediate these issues and offers visibility into
user access, activity, and data usage to detect anomalous behavior. The
service is designed to identify and address security issues, reducing the risk
of a security incident.

Learn More >




SaaS v2: Activate SaaS Clients in Asio

m CONNECTWISE

Favorites

Dashboards

Security

Profiles

Vulnerability Mgmt

Reporting

Saa$S Security

[=~] security / SaaS Security

Saa$ Security @
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Foxprompt
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Looks likg

Critice

000

Activate Site

Confirm the site activation!

Are you sure to activate site Arti ATX?

Open Alerts

No Available Data
Looks like there is no data to show you right now.

) ) Ired Status Active Rules
J——

-

PN

Y
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Activate Site

Activate Site
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aaS v2: Add New Alerting Integrations in Asio

M COMMECTWISE

@it Security

[=] Security / SaaS Security

Saa$S Security

Total Applications

=

Company Name

Arti ATX

Foxprompt

Dynamic

Install Applications

Saas Security: Install Applications
Follow the instructions provided by the SaaS Security to set up and configure the applications to receive alerts.

Select SaasS vendor(s)... *

¥ Microsoft Office 365

Not Installed

It may

Office 365 audit e

& Google Workspace

Duo Mot Installed

aita Okta Not Installed

Not Installed

ing may fail

[ T [
L
No Available Data

Looks like there is no data to show you right now.
Fal

Status Active Rules

@ Site Activated -

Activate Site

Activate Site
W
W
W
Rows perpage  : ~ Site activation req L lly submitted.




S S 2 Security Alerts
a a V — Client Overview

¥ / SaaS Securiy

Saa$ Security @

Total Applications Configured: 45

Open Alerts
@ Microsatt 368 15
ow-10
® Okta- 10 56
@ Google- 10
Crttcal Mechum fo
. .
Individual Alerts
Alert: Login Alert (detected on April 1, 2023 10:15 AM) Detail View R v e R — o
T hew s ™ 7 Wr 35,0 ® e Acthaed 2
Login Alert \/ CRITICAL :- mpt N s C Micr 365, ® Site Activated 2
Detected on April 1, 2023 10:15 AM # Microsoft Office 365 " & En 12 Micr o ® Se Activaed 2
Description: n 5 G 13, Dkt ® Site Activated 2
This security alert is to inform you that we have detected suspicious activity on your Google Workspace account. This could indicate an unauthorized attempt to o = & Moroeolt O [
access your data or email.
% as v e, Googi Ps—
0 9 o sirosot Of s—
Alert Details Review Status = 2 g et o @ s sctnaned 2
Rowsperpage | 25~ | 1-100t10
Title Value Investigation ~
User ID user@domain.com
IP Address 341.82.12.342
PN, conmcTwise . .
Date and time December 16, 2022 - 6:03 am EDT Actlve Securlty
.
Location Brazil (-1.260339, -60.428029) sos v A I erts CI ient \V/T ew
Company: Arti ATX
Activity Type Login Failure
Applications Configured Rules
Device or Application used Mac
Source P address 342.8212.213
Alerts per Application: 45 Open Alerts
Destination IP address 222.82.12.103 o e
.
o om0
File path used C:\Windows  coogle-10
Gritical Medium info
Result (of the activity) Failure
7 om
[ aen Description Avplication Severity Datected On Review Status. Action
Login Alert Logn Alter detsils XYZ Microsoft Office 365 camea Decermisei 16, 2022 - 03 am EDT ® Peading = send
] Lorem Ipsim Ok Mesu December 16, 2022 .03 am EOT ® Investigation 3 se
o Lorem lpsum Microsat Office 365 o Dacember 16,2072 6,03 s EDT Escolated =
Loram psum Google o December 16, 2072 - 6:03 am EOT ® Clased = Send Alart
a A Lorem Ipsum Microsoft Office 365 MED Dacamier 16, 2022 - :03 sm EOT ® Closed = Send abart

Rewsperpsge 25~ 1-100f10




TWS CONNECTWISE

w MDR: SentinelOne SOC Overview Report / Reports | MDR: SentinelOne SOC Overview Report
8
2
<
~ Start Date
=}
yl
(=]
e Executive Summary
$ ConnectWise SOC processed 2,000 of alerts from 1 March, 2023 to 30 March, 2023. All threat data is analyzed through both automated and manual processes developed by ConnectWise's Global Security Operations team
based on industry best practices. This analysis resulted in 1,800 alerts identified by analysts as malicious and a total of 200 of alerts requiring your involvement.
i
(]
Co n n e ctWI s e New alerts True Positives False Positives Suspicious Alerts
EE vard C atio
ad a 20
[ Configurations
SOC Services™ Value | P A N
Aort Aar 15 Apr 30 Aart Anrs har 30 Apr 1 A 18 Apr30 Apr 1 e 15 A 30
.
* Displ lerts breakd f
ISplaySalerts breakaown 1or
Alerts by day show @ AllAlerts (O True Positives

Breakdown by detection date.

the past month—new,
true, and false positivesand

suspicious alerts . 111 1 11 saaa b0

Confirmed true positive incidents show (O Unresolved (8 Resolved Tickets by status

New potential threats that were confirmed as true positives by SOC

* Detailsinvestigated alerts

ith ticket handli d —
g Community Indicator Detected On Status
status at month’s end
Custom December 16, 2022 - 6:03 am EDT Resolved Solved 6%
Open 26 %
Custom December 16, 2022 - 6:03 am EDT Resolved Total @ Reopened 20%
593 Deleted 10%
Emerging Threat ET Policy Threat December 16, 2022 - 6:03 am EDT Resolved .
Unassigned 20 %
@ Escalated 8%
Emerging Threat December 16, 2022 - 6:03 am EDT Resolved
Emerging Threat One Defense December 16, 2022 - 6:03 am EDT Resolved

100 v~ 1 - 100 of 100 items 1 ~ of 10 pages 4 4




Sharp MFP Monitoring Offer Details

. . What is the What are How do
What is it? . : .
commercial offer? the scenarios? end users benefit?

* Network-enabled MFPs * Standalone SKU with special * Net-new partner:Does not * Expanded usage of simple,
monitored using price per IP: S4/device with have SIEM—can get Sharp-only easy-to-deploy monitoring at
ConnectWise SIEM. 30-day retention (default). SIEM. scale.

e Tracksactivityand reviews * Existingpartners: Targeted for * SHARP-SKU assigned to the * Immediate value and coverage
device logs to identify security orgs that have not purchased org. Org not usage-billed but for unprotected devices.
risks. ConnectWise SIEM SKUs. on contracted number of _ _

. : * Startingpointofa broader
. : . printers at S4/device. , ,

* Requiresinstallation ofa * New partners: Entry point for security conversation for many

dedicated LogShipper. becoming ConnectWise e Existingpartner:Canadd partners.
partner. Sharp devices and pay under
existing usage guidelines (user
e Orgs canupgradetoregular orIP)
SIEM SKUs for broader '
monitoring (including Sharp). e Anorg can haveeither SKU,
o notboth.
* SOC monitoringincluded for
designated Sharp MFPsin e Partnersstarted on SHARP-SKU
stand-alone SKU. can upgradeto full SIEM and

become a regular SIEM user.
SKU replaced with upgraded

#ITNation SKU(s). “%ii IT NATION



SIEM 3.0 Rollout Plan

The 5 things

0 True retention

Q ECS rollout practical rollout

e Content set based on ECS

9 Download capability for cold storage
e SaaSv2, Phase 2




True Retention

* Partners pay for certain level of retention periods
and expect to be able to search across that time
frame

*  True retention will allow partners to search the
retention period that they’ve paid for (with certain
performance constraints)

* Search period to cover—30 days (default) to 12
months (upgrade)




ECS Common Schema

* Normalized data is easier to leverage

* Advanced correlation, simpler search capability,
and vendor agnostic -

» Categorization groups set of events by categories
for type of behavior being monitored

* Easier and more efficient correlation (used in rules
creation) and better understanding of alerts - - -



ECS Data Normalization

Events

Cisco

Checkpoint

Palo Alto

RAW

May 16 2023 10:24:53: %ASA-4-106023: Deny
tcp srcoutside:203.0.113.45/54893 dst
inside:192.168.0.100/80 by access-group
"outside_access_in" [0x0, 0x0]

2023-05-16T10:24:53+00:00 firewalll
CEF:0|CheckPoint|VPN-1& FireWall-
1|R80.40| Accept|190]|src=203.0.113.45
dst=192.168.0.100 spt=54893 dpt=80
proto=tcp rule=outside_access_in

2023-05-16T10:24:53+00:00 firewalll
CEF:0|CheckPoint|VPN-1& FireWall-
1|R80.40| Accept|190]|src=203.0.113.45
dst=192.168.0.100 spt=54893 dpt=80
proto=tcp rule=outside_access_in

Normalized

"timestamp":"2023-05-16T10:24:53",
"severity":"Informational",
"source_ip":"203.0.113.45",
"source_port": 54893,
"destination_ip":"192.168.0.100",
"destination_port": 80,

"protocol": "tcp",

"action":"Deny",

"access_group":"outside_access_in",

"event_id": "ASA-4-106023"

"timestamp": "2023-05-16T10:24:53",
"device_vendor": "CheckPoint",
"device_product":"VPN-1&FireWall-1",
"device_version": "R80.40",
"action": "Accept",
"event_id":"190",
"source_ip":"203.0.113.45",
"destination_ip":"192.168.0.100",
"source_port":54893,
"destination_port": 80,

"protocol": "tcp",

"rule_name": "outside_access_in"

"timestamp": "2023-05-16T10:24:53",
"device_vendor": "CheckPoint",
"device_product":"VPN-1& FireWall-1",
"device_version": "R80.40",
"action": "Accept",
"event_id": "190",
"source_ip":"203.0.113.45",
"destination_ip":"192.168.0.100",
"source_port": 54893,
"destination_port": 80,
"protocol": "tcp",
"rule_name":"outside_access_in"




ECS Event Categorization

The natural grouping of events based on the behavior or activity being reported

Category: Category: Category:

AuthenticationFailures Brute Force Attack Malicious Detections Complex

* Incorrect Password * Multiple Failed * Exploit Attempt rule

* Expired User Account Login Attempts * Malware Detection — created

* Account Lockout + * Account Lockout + * Command and Control (C2) I with

* Failed Multi-Factor * Rapid Login Attempts Communication ..
Authentication (MFA) * Password Guessing * Data Exfiltration minimal

* Suspicious Login Pattern * Credential Stuffing * Insider Threat: Description effort

* Account Disabled * Brute Forceon Service * Account Compromise

\/ MEWICEINIYCI Instead of searching for individual eventsin lists, set up a rule to search for the event category.

\/ Benefits Easier rule setup ® Granular detection without noise ® Category groups enable complex detection

. o h




Retention and Download from Asio

7% CONNECTWISE

Cybar Essentiats Repon

HIFAA Comgliance Report

CornectWise Endpoirt Policy Managermsent - Endpaing

rnectWise Endpoint Policy Managerent - User

Security Assess

MO SemineDne S0C Overview Repon

CW ZIEM - Expart Logs

Arewers addressable questions about Cyber Essam|als
bechrical conlro's in @ cuslome enviranmerl

Fepart of Technical Suppert for Adminsirative and Technical
Safeguard requrements in the HIFAA regulatian

Displays 1he sacurity postura relathie 1o assign sacurity
profiles.

Diaplanys the user seciiity posture relative 10 883ign secifty
profiles:

Displays a summary of the site's security posture and Dark
Wab search results,

Walue

Walue

Raws per page

=] Reports
Reports
Technical Datails .
Security -
Repart Descriplion Comman Uses

Gat an owerdew of a customer's security posturs as per Cybar
Essentials slandards, quickly identily action ilems o secure a
CUSIIMET's erwircnmant, ensure Cybar Essentials resdiness for
& custormes and socelerale the Cyber Essentials certiication
process far your custamers using this rapart

Demonsirate compliance with technically supporiable aspects
af HIPAA Security Rule

Used a3 part of secunty review with clients 1 show cumant
seeurity posture ared steps thal could be taken to improve that
PoEIE,

Used &5 part of aecuity review with clients te show cirmen
user secunity posture and sieps that could be taken 1o marave
hat poaiure.

Thee repoet is a site level repoet aimed al educating the
Businass owner an the sacurity posture of their site,
Fighlighting risks smd identifying oppariunites Tar mmpraving
b site’s sacurity

Walae

atlue

25w 1-10of 100 > »




Call to Action

ConnectWise Keynote Focus Groups
* June 5, 5:00pm June 5
° Patrick Beggs, Jason Magee, Raffael Marty, Peter Melby * Saa$ Security and Security Essentials Products, 4:00pm
General Sessions June 6
* SIEM v3.0—Today & Future Roadmap, June 6, 10:30am * Understanding XDR and How It Affects You, 2:00pm
* SaaS Security—You Can’t Ignore That Your Data Lives in June 7
the Cloud, So What Are We Going to Do? June 6, 4:15pm

* Hero Type Reports (Value driven reports) in
* The Hidden Powers of Combining Network and Endpoint ConnectWise SIEM. 10:30am

Detection, June 7, 1:30pm
* Simply SIEM, June 7, 2:35pm



BACKUP




ECS In Action: Checkpoint Mapped

<G> Apr 1 15:47:21 firewalll authd[3235]: id=12345 login successful for user

john.doe"

Example of normalized data for a logentry in Checkpoint FW showinga user’s successful
authentication.

"<d4> Apr 1 15:49:08 firewalll kernel: [fwd_2];DROP packet received
(in=eth1.1003 out=eth2.1001)"

Example of normalized data for a logentry in Checkpoint FW followinga blocked
connection attempt.

#ITNation @ IT NATION



ECS In Action: Cisco ASA Mapped

"%ASA-6-113005: AAA user authentication Successful : user = john.doe"

Example of normalized data for a logentry in Cisco ASA showinga successful VPN
connection.

"%ASA-4-106023: Deny tcp src inside:192.168.1.2/52435 dst outside:8.8.8.8/80

by access-group "outside_access_in" [0x0, Ox0]"

Example of normalized data for a logentry in Cisco ASA showinga dropped packet due
to an ACL.

#ITNation @ IT NATION



ECS In Action: Palo Alto Mapped

‘May 1 10:23:45 firewalll 1,2023/05/01 10:23:45,007100001,USER-

ID,INFO,AuthdUser(1),User authentication successful, johndoe@acme.com’

Example of normalized data for a logentry in Palo Alto showinga user’s successful
authentication.

"May 1 11:23:45 firewalll 1,2023/05/01 11:23:45,007200001, THREAT,INFO,Threat-
ID 12345, Attack detected and blocked, src 192.168.1.2, dst 8.8.8.8°

Example of normalized data for a logentry in Palo Alto showinga threat detected and
blocked.

#ITNation @ IT NATION
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