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We operate six federally funded R&D centers, 
as well as MITRE Labs and an independent 
research program.

We apply systems thinking to solve complex 
national and global problems, bringing an 
interdisciplinary perspective to R&D. 

Together with government and public private 
partnerships, we work to improve the safety, 
stability, and well-being of our nation.

MITRE tackles complex challenges 
with no commercial interest. 
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MITRE ATT&CK Introduction

@mitreattack
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What is 

A knowledge base of 
adversary behavior

 Based on real-world observations
 Free, open, and globally accessible
 A common language
 Community-driven
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The Difficult Task of Changing TTPs

Source: David Bianco, https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

David Bianco’s Pyramid of Pain

TTPs

Tools

Network/ Host 
Artifacts

Domain Names

IP Addresses

Hash Values

•Tough!

•Challenging

•Annoying

•Simple

•Easy

•Trivial
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ATT&CK Knowledge Base Basics

Tactics: the adversary’s technical goals 
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Sub-techniques:
More specific techniques

Procedures: Adversary technique and 
sub-technique implementations
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Technique: Phishing
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Sub-technique: Spearphishing Attachment
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Sub-technique: Spearphishing Attachment
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Group: APT29
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Group: APT29
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ATT&CK Use Cases

| 17 |

Adversary Emulation
Assessment and Engineering

Detection Threat Intelligence
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https://attack.mitre.org
attack@mitre.org

@mitreattack
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Some Thoughts on Deception

Harry Perper
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The Limitations of Defense-in-Depth
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How can we 
think differently about
the inside of the castle?
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Cyber Denial reveal facts and fictions to 
prevent or impair the adversary’s operations. 

Cyber Deception conceal facts and fictions 
to mislead and confuse the adversary.

When used together with strategic planning 
and analysis, they provide the pillars of 
Adversary Engagement.

23
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The Goals of Adversary Engagement

Expose
adversaries currently 

on the network

Affect
adversaries by 

imposing cost on 
their operations

Elicit
information about 

adversaries’ tactics, 
techniques, and 

procedures
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Opportunity Space

Deception on 
Production

Deception on 
Production

Self-infection in 
Attributed Envs
Self-infection in 
Attributed Envs

Self-infection in 
Non-attributed Envs

Self-infection in 
Non-attributed Envs

• High-fidelity alerts leading to 
better analytics using deception 
for detection

• Focus on lateral movement, 
reconnaissance, and stolen 
credentials

• Obfuscate production network

• Detect insider threats

• Vector threats into deception 
environment for monitoring

• Gain intelligence on APTs 
targeting your organization

• Don’t want to use gold disk 
image

• Elicitation ops to target high-
value APTs

• Opportunities for open data 
sharing 

• Can be difficult to get 
relevant results
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Let’s Zoom in on the Opportunity Space in Production

Deception on 
Production

Deception on 
Production
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Reconnaissance
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Lateral Movement
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Stolen Credentials
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Cyber Denial, 
Deception and 
Counter Deception: 
A Framework for 
Supporting Active 
Cyber Defense
Kristin E.Heckman
Frank J.Stech
Roshan K.Thomas
Ben Schmoker
Alexander W.Tsow
Springer International 
Publishing - 2015

Long term study of APT group from 2010-2012

Search 
Harvesting

Metasploit

Blackhole 
Exploit Kit

Yahoo 
Email

Gmail 
Email

Spammed 
Through 
Botnet

Implant 1

Implant 2

Implant 
3

Implant 4

I
m
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n
t 
5

Gscedump

PsExec

Custom 
Implants 

6-9

CVE-2010-0840

CVE-2010-1297

CVE-2010-1885

CVE-2010-3450

CVE-2011-0609

CVE-2011-0611

CVE-2011-0627

CVE-2011-2110

Link to Exe

Link to ZIP

Recon Weaponize Deliver Exploit Control Execute Maintain

January
2010

January
2011

January
2012
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“Other than hashes, most indicators in the Pyramid of Pain have pretty 
high Gini coefficients. That means that if you block the first few percent of 
that indicator, you stop most of the malice. Frankly we expected that the 
Gini coefficient would go up as we went up the pyramid, but from IP 
addresses on up, they are all about the same.” 2022 DIBR 

Even basic IOCs can be valuable ROI
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MITRE Offerings in the Opportunity Space

Deception on 
Production

Deception on 
Production

Self-infection in 
Attributed Envs
Self-infection in 
Attributed Envs

Self-infection in 
Non-attributed Envs

Self-infection in 
Non-attributed Envs
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Engage in a Box

A nontechnical Train the 
Trainer Kit designed to 
help organizations think 
differently about adversary 
engagement

Contains: 

 Labs

 Lectures

 An educational boardgame 
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MITRE’s many frameworks!
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MITRE Engage

MITRE Engage is a framework

for planning and discussing adversary engagement activities

that enables operations within and across the public and private sectors.
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Engage Focus Areas

OPERATIONS

Enable operations across the public and private 
sectors to counter threats to critical intellectual 

property and infrastructure.
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Exemplar Infrastructure Suggestions

 Small business environment

 Managed endpoint with centrally authenticated user account(s)

 Medium business environment

 Small and on-site webapp and file server to offer lateral movement



Using Cyber Resiliency to 
Improve Your Skills 

Focus – Data Back-up and 
Disaster Recovery

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 21-1051



Agenda

1. Introduction
2. Cyber Resiliency Engineering

What it is and is not

3. Disaster Recovery and Data Back-up
Risk tolerance
Planning
Implementation
Testing
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Cyber Resiliency Overview
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Cyber Resiliency

How does it relate to cybersecurity?

Cyber Resiliency: The ability to anticipate, 
withstand, recover from, and adapt to adverse 

conditions, stresses, attacks, or compromises on 
cyber resources
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Keep service delivery 
going

Resilience of critical 
cyber resources,  

functions, business  
processes or 

organization in the 
face of cyber threats

WHATWHY

The bad guys
WILL get in and may 
not  be detected in 

time

Critical functions
and operations fail

when attacked

WHEN & WHERE
Apply resiliency throughout the 
system lifecycle  (requirements, 
acquisition, training, operations)

and across the enterprise
(architecture, policy, operational 

procedures)

Apply resiliency throughout the 
system lifecycle  (requirements, 
acquisition, training, operations)

and across the enterprise
(architecture, policy, operational 

procedures)

Cyber Resiliency – “Why” Drives What, How, When, and Where 

HOW
Transformation of 

thought

Augment traditional 
approaches

Adopt mission-
oriented threat-

based system 
engineering 
processes

Design, build, 
integrate – engineer 
for cyber resiliency
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Recognized need: Cyber Dependence and Cyber Threats

Resilience against cyber 
attacks needed at multiple 

levels – ecosystem, 
organization, healthcare 

functions

Recognition that systems must 
be expected to include 

compromised or readily hacked 
components 

Increasing Recognition of 
the Need for Resilience in 

Cyberspace
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What Is the Relationship Between Cybersecurity and Cyber 
Resiliency?

Conventional 
Cyber Security 

Cyber Resiliency 

Threat 
Assumptions 
with respect 
to Adversary 

Capabilities: Limited 
Intent: Self 
aggrandizement, 
personal benefits 
Targeting: Targets of 
opportunity 
Timeline: Episodic 
Stealthy: No 

Capabilities: Sophisticated, 
well resourced 
Intent: Establish & maintain 
ability to undermine mission 
Targeting: High value targets, 
very persistent 
Timeline: Long term 
campaigns 
Stealthy: Very 

Adversary 
Presence 

Assumes can be 
kept out or can 
quickly be detected 
and removed 

Assumes adversary has 
established a foothold 

Focus of Type 
of 
Compromises 

Limited duration 
events, natural 
disasters 

Ongoing attacks, long term 
adversary presence, 
organization must “fight 
thru” 

Recovery Adversary is not 
present to impede 
recovery 

Recovery must be done 
despite presence of 
adversary 

Goals Protect, Detect, 
React 

Anticipate, Withstand, 
Recover, Evolve 

Limitations with Conventional Cyber Security Practices

Threat assumptions, adversary presence,
compromise focus differ for resiliency

LimitationsTraditional Cybersecurity 
Practices

No perimeter is 100% effective at keeping 
adversaries out

Establish an effective 
security perimeter

A/V is ineffective against zero-day attacksUse up-to-date A/V s/w to 
detect malware

Encrypted traffic is a great place for 
adversary activity to hide

Encrypt data while at rest 
and in transit

Audit logs are rarely checked due to lack of 
time and resources, focused on individual 
components and do not provide big picture 
view of adversary activities 

Monitor and audit all user 
activity

Redundant servers and data are designed to 
deal with natural disasters; the are 
ineffective against the APT who will apply the 
same attacks against back-ups

Develop and maintain 
back-up plans, contingency 
plans, IA policies, 
accreditations, etc.

Cyber resiliency measures can complement or sometimes replace conventional cyber security measures
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Illustrative Scenario – Traditional Cybersecurity

1) Attacker uses 0-day exploit to penetrate systems at local facility

2) Malware spreads within local facility; user accounts compromised

3) Malware takes advantage of homogeneous software environment, compromised
accounts to spread to corporate network

4) Static host environment enables attacker to maintain foothold

Traditional defenses (boundary protection and patching) are insufficient
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Illustrative Scenario with Cyber Resiliency Applied

Resiliency enables  the enterprise to complete missions, provide essential 
services, or perform essential functions despite successful attacks.

Knowledge of specific attack not required Patching of vulnerabilities not the focus
Detection of adversaries is helpful but not required  AND  It’s not just about technology 

– includes defender TTPs

Segmentation:  distinct internal enclaves  Contain adversary’s advance
Diversity:  run IE, Chrome, Firefox, etc.  Negate adversary's assumptions 
Non-Persistence:  reimage software periodically   Expunge malware (foothold lost)
Substantiated Integrity:  quality / consistency checks  Detect corruption, limit its effects
Deception: detonation chambers, honeynets            Detect malware, divert adversary
Unpredictability:  ASLR, randomizing compiler, …       Delays attack progression
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Moving from Cybersecurity to Cyber Resiliency? 

Apply minor tweaks to conventional 
cybersecurity  and resilience 
(e.g., ensure backups are protected)

Non-adversarial threats use case analogies  (e.g., 
safety and survivability) (e.g., use randomizing 
compilers, multiple OSs, employ virtualization to 
support non-persistent services to flush out malware)

Active threats use case analogies (e.g., sports and 
military) (e.g., provide misleading information and 
use deception environments to confuse 
adversaries, change behavior or states at random 
times)

Cyber 
Resiliency

Conventional
Cybersecurity

Implement conventional cybersecurity / 
resilience capabilities in a novel or 
enhanced ways (e.g., use AI to enhance 
intrusion detection, employ micro-
segmentation)

Transition Along a Continuum
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Cyber Resiliency Engineering Framework (CREF):
A Structured Way to Understand the Domain

Cyber Resiliency 
Techniques

Adaptive Response

Analytic Monitoring

Deception

Diversity

Dynamic Positioning

Non-Persistence

Privilege Restriction

Segmentation / Isolation

Coordinated Defense

Dynamic Representation

Realignment

Redundancy

Substantiated Integrity

Cyber Resiliency Goals

Anticipate

Withstand

Recover

Evolve

Cyber Resiliency 
Objectives

Understand

Prepare

Prevent / Avoid

Continue

Constrain

Reconstitute

Transform

Re-Architect

U
n

p
re

d
ictab

ility

Objectives support goals.
Techniques support objectives.

Different stakeholders will be more concerned about different 
goals & objectives.

Techniques vary in maturity, applicability, and suitability
no system can (or should) apply them all.

Recover
Reconstitute

Re-Architect

Prepare

Understand
Adaptive Response

Redundancy

Substantiated Integrity
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Cyber Resilience Summary

Traditional Cybersecurity

Fragile approach

Based on known attack patterns

Slow to adjust to new attack 
patterns

Typically added onto existing IT 
infrastructure

Cyber Resiliency

Designed to absorb attacks

Mission success focused

Incorporates principles of safety, 
high availability, and agility

Designed in upfront. (like a 
bridge or building)
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Cybersecurity
Disaster Recovery – Data Back-up 
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Planning

Define your disaster

• Natural
• Flood, wildfire, storm

• Facility
• Fire

• Physical damage

• Theft

• IT
• Ransomware

• Hardware failure

• Software failure
Source: MITRE
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Planning
Authorities and Responsibilities
Recovery approach
 Relocate to back-up facility
 On-site spares
 Off-site spares
 Outsource/Insource

Acknowledge Risk Tolerance
 Minimum acceptable levels of 

operation
 # systems, people, customer response 

times, payroll

 Maximum acceptable exposure 
 Time to restore to minimum operations

 Customer loss potential

Answers to these questions drive the IT recover planning decisions

Source: MITRE
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Planning
Know your data
 value (short and long term)

 regulations

 retention duration

 location

 volume

Restoral needs
 Cycle time to refresh back-ups

 Restoral time targets
 Geographic diversity
 Protection of backed-up data 

(encryption, offline) encryption key 
storage/safety

Source: MITRE
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Implementation Considerations
 Automate as much as possible.

 Integrate back-up systems with 
operations (seamless)

 Offline back-ups 

 Online back-ups 

 Determine on-line and off-line 
back-up restoration procedures 
and test plans

Source: MITRE
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Test and Monitor Considerations (rinse and repeat)

 Are back-ups useable?

 Verify back-up integrity

 Verify processes and procedures

 Use lessons learned

 Time to restore (sufficient)

 Time to test

 Time to rebuild

 Make adjustments

 Check on back-up status regularly

Source: MITRE
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Conclusions

1. Cyber resilience is related 
Cybersecurity

2. Cyber resilience builds on 
cybersecurity

3. Cyber resilience ensures IT  
supports the mission even 
under attack/duress

1. Disaster recovery and back 
up success requires 
planning

2. Planning decisions are 
based on risk tolerance 

3. Restoral approach decisions 
based on planning decisions

4. Testing and monitoring back-
up files/system maximize the 
chance* they are safe and 
useful to restore operations

* Never plan for 100%
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