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About Me

- Engineer
- Private Equity
- Cybersecurity
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What is Identity and Access Management (IAM)?

Identity 
Management (IdP)

Validate You are 
Who You Say You are

“Logging into Stuff”

MFA, SSO, Directory Services, User & Endpoint & 
Device Management, Provisioning, Integrations

Privileged Access
Management (PAM)

Apply Least Access Possible 
Once Inside

“Gaining Access to Stuff”

Roles, Groups, Policies, Credential Vaults,
Endpoints Activities, Folders, Processes
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What is IAM?
Identity 

Management (IdP)
Privileged Access 

Management (PAM)

Threats?

Endpoints Web Apps Network Devices

Provisioning?

IdP

Roles Endpoints Web Apps Network Devices

Who Controls? Scale for Use Case?
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IAM for Large Enterprise
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IAM for Medium Enterprise
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IAM for MSPs and their Customers

Secure the 
MSP

Secure the MSP 
Customer

Web AppsWorkstations

Network Devices Cred Management

Establish Secure 
Admin Elevation
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IAM and Zero Trust
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IAM and Cyber Defense Matrix

X X

XX

XX XX

XX

X X
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IAM and Defense in Depth
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What are CIS Controls

https://www.cisecurity.org/controls/cis-controls-navigator/

The CIS Critical Security Controls (CIS Controls) are a prescriptive, prioritized, and simplified set of 
best practices that you can use to strengthen your cybersecurity posture.

Version 8
• 18 Controls
• 153 Safeguards
• 3 Implementation Groups

• IG1 – Essential Cyber Hygiene
• IG2 – Increased Operational Complexity
• IG3 – Protection from Sophisticated Adversaries

Azure
Security
Benchmark
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IAM and CIS Controls



#ITNation
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IAM and CIS Controls Summary

Identity 
Management (IdP)

Validate You are 
Who You Say You are

“Logging into Stuff”

MFA, SSO, Directory Services, User & Endpoint & 
Device Management, Provisioning, Integrations

Privileged Access
Management (PAM)

Apply Least Access Possible 
Once Inside

“Gaining Access to Stuff”

Roles, Groups, Policies, Credential Vaults,
Endpoints Activities, Folders, Processes

CIS Controls 1, 2, 5, 6 CIS Control 3, 4, 6 
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How to Launch Your IAM Journey

1. What does your MSP need?
2. What Customers are most likely to need IAM now?
3. What Customers are mostly likely to need IAM later?
4. Build a practical rollout plan
5. Find an IAM partner that makes sense for your needs
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How to Profit from IAM

1. Build a Program!
2. Add to your existing “Security Package”
3. Resell for $3 - $5/user/month
4. Build in incentives to get your customers started
5. Have your IAM company provide sales materials and talk track
6. Consolidate tooling




