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Agenda

•Hack You
•How to stop this
•Questions

A hacker with a large beard hacking a managed services 
provider while drinking bourbon
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Initial Access
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MFA Fatigue



#ITNation

OSInt
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External Recon and Enumeration
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Attack the easy target
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Attack the devices people don’t patch
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How do I protect against this –

1. FIDO2 Tokens are not susceptible to Phishing methods of stealing the token

2. Microsoft Conditional Access Policies covering:

Session Lifetime Settings
Strong Authentication requirements for technicians using FIDO2 tokens
Device compliance Policies

3. DNS Protection against newly registered domains (Not perfect) 

4. Ensure infrastructure and assets are kept up to date

5. Limit Externally exposed assets using reverse proxies and tunnel to only internal assets

6. Limit infrastructure that you use Public DNS entries for

7. Security Awareness training including, Phishing, OSINT (Facebook, LI), Incident Reporting
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