Engineering Resilience Culture

An Operational Approach

IT NATION



@ IT NATION N’ CONNECTWISE




Chuck

* "That guy" at his MSP

* Deep technical background

* QGreat client relationships

* Not a cybersecurity professional

* Sees cybersecurity as tools

* |In danger of becoming John
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Booms

Disruptions to resilience
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Disruptions to resilience
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Levers

Processes, products, services; not universal
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Disruptions to resilience
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Processes, products, services; not universal
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Expectation
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Stack Alignment

Transformative
Partnerships

F Y

MSP+ Ecosystem

Wks. Days Mins Secs

How much canyou afford to lose?
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Community

How long can you afford to be down?

Secs Mins Days Wks.

Plan & Sell
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No client
access,
low
impact

Client Access
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First Level Dependencies

Deep Dependencies
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Reference: https://www.cisa.gov/cisa-tabletop-exercise-packages

Drop the Formality
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https://www.cisa.gov/cisa-tabletop-exercise-packages

Normal
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Recovery Point Objective

4

How many tax returns
can disappearbefore
the business fails?
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Disruption

Recovery Time Objective

When do you need the
recoverable ones back
by?

Recovery

Normal

@@

Work Recovery Time

How long will it take to
redo the ones that were
lost?
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Continuity First
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Matt Topper
Chuck

* 12+ MSP years: Tech through CTO

* Infrastructure, Architecture, Projects, Security

* Appsec, Program Management, GRC
* CISSP, CISM, CCSP
* Created /r/msp

* Contact:
* matt.topper@connectwise.com
* linkedin.com/in/matthew-topper
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