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Security NIST Mapping 

Identify Protect Detect Respond Recover

Risk Assessment ✓

Vulnerability Management ✓

Identify Assessment ✓

MDR ✓ ✓ ✓ ✓

Co-Managed SIEM ✓ ✓

SaaS Security ✓ ✓

BCDR ✓

Incident Response Service ✓

Secure Internet Access ✓ ✓ ✓ ✓

Secure Private Access ✓ ✓ ✓

Identity and Access Mgmt ✓ ✓
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Agenda

• Intro to MDR (managed detection and response)

• SOC (security operations center)

• EDR (endpoint detection and response) technologies

• Other resources



Managed Detection & Response (MDR)

What is it?
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Managed Detection and Response (MDR)

OR

ConnectWise SOC 
Services™
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Managed Detection and Response (MDR)

• Proactive Security Monitoring
• Expert Security Analysis
• Compliance Support



Security Operations Center (SOC)

What is it?
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Top Challenge: Bridging the Talent Gap

2.7-million-
person  talent gap

Dwell time and 
operational 
downtime

Setting up your iwn 
SOC can cost $2-

4M

Alert fatigue
Cybersecurity tools 
can generate 100s 
to 1,000s of alerts

Speed to address 
issues
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ConnectWise Partners Have Deployed 
Security To More Than

34,000 SMBs

94.3% of

alerts and events handled by SOC on behalf 
of ConnectWise Partners in 2022

ConnectWise SOC 
Services™ is a team 
dedicated to:
• Security monitoring
• Threat intelligence
• Incident response
• Vulnerability management
• Compliance
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200+
Security professionals
Capabilities for threat triage and analysis, log review, 
threat hunting, research, and incident response

➢ Our systems ingest more than 70B security events per day

➢ Analyze more than 3M events per month

➢ Incident Response as a Service (CWIRT)

➢ ConnectWise Cybersecurity Research Unit (CRU)

ConnectWise SOC Services
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EDR

Endpoint Detection and Response Technologies
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Legacy AV EDR

Signature Based Detection

Behavior Based Protection

Centralized Management

Automated Response

Protects Endpoints

Device Control

Network Control

Traditional Anti-Virus vs. EDR



EDR/MDR

Bitdefender
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Optional Security Add-ons

Encryption Patch Management Security for Virtualized Environments
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Email Security

Hyper Detect

ATS + EDR Add-on Bundle

Bitdefender Cloud Security GravityZone

Risk Analytics Web Protection
Ransomware 

Mitigation
Anti-Exploit

Firewall & Network 
Attack Defense

Behavior Monitoring Risk Analytics

EDRSandbox Analyzer
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ConnectWise SOC

160+ Security Analysts 56 Billion Events Ingested Per Day More than 3 Million Alerts Triaged Per Month

The Bitdefender Platform
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The Bitdefender Platform

Hyper Detect

ATS + EDR Add-on Bundle

Bitdefender Cloud Security GravityZone

Risk Analytics Web Protection
Ransomware 

Mitigation
Anti-Exploit

Firewall & Network 
Attack Defense

Behavior Monitoring Risk Analytics

EDRSandbox Analyzer
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Optional Security Add-ons

Encryption Patch Management Security for Virtualized Environments
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ConnectWise SOC

160+ Security Analysts 56 Billion Events Ingested Per Day More than 3 Million Alerts Triaged Per Month
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Hyper Detect

ATS + EDR Add-on Bundle

Bitdefender Cloud Security GravityZone

Risk Analytics Web Protection
Ransomware 

Mitigation
Anti-Exploit

Firewall & Network 
Attack Defense

Behavior Monitoring Risk Analytics

EDRSandbox Analyzer
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ConnectWise SOC

200+ Security Analysts 56 Billion Events Ingested Per Day More than 3 Million Alerts Triaged Per Month

Optional Security Add-ons

Encryption Patch Management Security for Virtualized Environments
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Email Security

The Bitdefender Platform
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Optional Security Add-ons

Encryption Patch Management Security for Virtualized Environments Email Security

Hyper Detect

ATS + EDR Add-on Bundle

Bitdefender Cloud Security GravityZone

Risk Analytics Web Protection
Ransomware 

Mitigation
Anti-Exploit

Firewall & Network 
Attack Defense

Behavior Monitoring Risk Analytics

EDRSandbox Analyzer
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ConnectWise SOC

200+ Security Analysts 56 Billion Events Ingested Per Day More than 3 Million Alerts Triaged Per Month

The Bitdefender Platform
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EDR/MDR

SentinelOne
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OR

ADVANCED SECURITY SERVICES

Powered by

ConnectWise MDR
Features and Benefits
Complete endpoint protection with 24/7 SOC services to 
detect, mitigate and remediate threats.

• Detect known and unknown threats leveraging the latest behavior-

based technology

• Gain visibility into the root causes and origins of the threats, 

reverse the malicious operations of ransomware, and remediate 

them quickly
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How ConnectWise MDR™ Works

Cloud SOC SOC
Workstations

& Servers

WFH Employees

Event
Logs

Analysis contain and 
Isolate Threats

Detect Respond RecoverProtect

Remediation End 
Customer

Partner
Service 
Desk

Approvals

• Containment: Stopping all processes related to the threat, encrypting and 
quarantining the threat and its executables.

• Isolation: Disconnecting from the network to prevent spread of malicious activity.
• Remediation: Deleting files and system changes created by the threat.
• Recovery: Restoring files and configurations that the threat had changed.

Recovery
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SentinelOne: Industry Leading EDR



#ITNation

SentinelOne: MITRE ATT&CK Evaluation Leader!
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Cybersecurity

ConnectWise Resources
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https://www.connectwise.com/cybersecurity-center

https://www.connectwise.com/cybersecurity-center


#ITNation



#ITNation

Download the latest!
• Major MSP-focused hacks in 2022
• Emerging and continuing cyberattack trends
• Top ransomware methods of threat actors
• Action items for MSPs in 2023

https://www.connectwise.com/resources/msp-threat-report-2023

https://www.connectwise.com/resources/msp-threat-report-2023
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Next Steps

• Replace legacy AV with ConnectWise MDR
• 24/7/365 monitored protection
• Scale faster

• Leverage other features such as device control to close gaps
• Join the Partner Program
• Download the 2023 MSP Threat Report
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Q & A
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Thank You
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